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Abstract— The article focuses on the new problem, which became 
topical for Wireless Sensor Networks (WSN) with energy 
harvesting possibility and which is in the realization of system 
and user data restoring for nodes after unexpected power-downs 
due to the temporal unavailability of harvested energy. Different 
possibilities for the creation of the restore point and data 
restoring after power-downs are described and evaluated in the 
article, which include the usage of microcontroller internal RAM 
and Flash memory, the usage of external EEPROM and NVRAM 
chips or the radio interface with joint node data storing.  The 
evaluations for the article were made using presented Restorable 
Event-Based Operation System (REBOS) which is intended to 
solve the problem of OS and user application automatic restoring 
point creation and restoring after power-downs. The evaluation 
of energy consumption for different restoring methods is 
included. 
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I.  INTRODUCTION  
The recent technology improvements, which allowed the 

integration of low power consumption with adequate 
processing power, allowed the introduction of the new 
applications for Wireless Sensor Networks (WSN). One of the 
most interesting possibilities for the usage of these 
technologies lies in the field of WSN with environment energy 
harvesting. During recent years, numerous demonstrations have 
been presented which showed the possibility of collecting and 
utilizing the energy from different environment elements, like: 
light [1,2,3,4,5], temperature difference [1,3,6], vibration 
[1,3,7,8], water, air or gas flow [1,3,4] or electrical and 
magnetic fields [1,3]. 

Such technologies allow the development of new types of 
systems, which do not require any service after deployment and 
which can fulfill their tasks autonomously for extremely long 
periods of time. Nevertheless, the usage of energy harvesting 
also brings some special features for such WSN. One of the 
most important of them from the point of practical 
implementation, which comes out of energy scavenging usage, 
is the construction of the node power supply system. The usage 
of energy scavenging demands from the node power supply 
system to have high amount of possible recharge cycles and the 

possibility to charge the system using low energy, collected 
from environment. All that leads to the fact that the usage of 
standard accumulators with energy scavenging becomes 
impossible, which leads to usage of some sort of capacitance 
for storing gathered from environment energy for most 
presented WSN nodes with energy scavenging[5, 6, 7]. 
Although such systems allow to get numerous recharge cycles 
and can be charged using existing energy scavenging 
technologies, but usually the energy storing capacitance for 
these systems is quite small[5, 6, 7]. This makes it impossible 
for such systems to support long operation time for the case, 
when none or only small amount of scavenged energy is 
available. The other problem, which appears with using energy 
scavenging technologies is the availability scenario of 
harvested energy, as in many cases it is impossible to predict 
when the scavenged energy would become unavailable and 
when it will be possible to start using it again. This fact leads to 
the problem, which differentiates WSN nodes with energy 
scavenging from the nodes with static supply, which is that 
power supply for systems using energy scavenging can switch 
on and off quite often depending on when the collected energy 
would become available or would stop being available. 

Until now, to the best of our knowledge, in the most WSN 
application programs, the disappearance of power for the node 
would result in the full system reboot with full reinitialization 
after power would become available. This usually leads to lose 
of all collected data and made settings, which are not saved in 
power independent memory. It can be affordable, when the 
system uses static power supply or battery and for which power 
downs should not happen during normal operation but, due to 
described above specialties, for the systems with energy 
scavenging temporary power downs are usually a part of 
normal system operation. That is why, in this article we 
evaluate possible ways for program and data backup 
implementation and present Restorable Event Based Operation 
System (REBOS) which is intended for use in WSN with 
energy scavenging. The system was developed and tested for 
Texas Instruments MSP430F2274 low-power microcontroller, 
which has been recently used in many energy harvesting 
demonstrations [5,6,7]. 
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available General Purpose Input/Output (GPIO) pins, which 
was done using two STMPE8018-bit port expander chips.  

The final possibility is the usage of the radio interface for 
data storing. If this option is used, OS transmits or includes into 
data transmission the required restoring data. The neighbor 
nodes are excluding received restore data from the packet and, 
if they have enough resources, store the data in memory. To 
prevent the loose of previous restore points in case if the power 
down situation happens when the node is transmitting the 
information over radio, the receiver nodes firstly write the 
received data to a buffer and check its completeness and only 
after that rewrite the previous restoring point. For security 
considerations, the restore point information state before radio 
transmission can be encoded.  

 The restoring points can be created by either automatically 
by the OS, or by the command from a user thread, which 
allows to adjust the work of restoring system basing on 
available system energy and required reliability. Additionally 
two different restore point creation mechanisms were realized: 
the full and the compressed restore point creation. Full restore 
point stores all the REBOS and user functions memory to the 
restore point location, while during compressed point creation 
the data is analyzed and only the data required for restoring is 
copied. Although, the usage of compressed points allows the 
reduction of the required memory for the restore point storing, 
it also requires additional time and energy for data processing. 

B. Evaluation of Energy Consumption for Using Different 
State Restore Methods in REBOS 
To evaluate the efficiency of different suggested methods 

WSN node energy and time consumption measurement during 
restore point creation and system restoring have been made.  
The measurements were done using developed REBOS 
implementation on eZ430-RF2500 boards and the resulting 
data is presented in Table I.   

TABLE I.  ENERGY AND TIME CONSUMPTION FOR USING DIFFERENT 
STATE RESTORE TECHNIQUES WITH REBOS. 

Restore 
methode 

Restore point creation 
Preparation Writing to Media 

Time, 
ms 

Energy, 
µJ 

Time, 
ms 

Energy, 
µJ 

Minimum 
Vcc, V 

"Fast" restorea 0,29 3,55 - - 1,8 
internal RAMa 1,22 15,12 - - 1,8 
internal Flash 1,84 29,57 1,36 26,08b 2,2 

NVRAM 
(M48Z35) 1,23 15,80 24,4 1045,7 4,75 
EEPROM 
(M95512) 1,23 15,50 3,66 155,56b 1,8 

Radio 1,23 15,20 4,21 224,03 1,8 

Restore 
methode 

OS Restoring 
Reading from Media OS Restoring 

Time, 
ms 

Energy, 
µJ 

Minimum 
Vcc, V 

Time, 
ms 

Energy, 
µJ 

"Fast" restorea - - 1,8 0,35 2,59 
internal RAMa - - 1,8 0,43 3,23 
internal Flash - - 1,8 0,43 3,41 

NVRAM 
(M48Z35) 23,1 1106,0 4,75 0,43 3,87 
EEPROM 
(M95512) 1,24 54,30 1,8 0,43 3,32 

Radio 7,77 336,96 1,8 0,43 3,78 
 a. Can be used for restoring after short power-downs (up to 5 seconds) 

  b. Including Flash sector erase 

 

Table I presents the data for the case, when the system was 
running using 8 MHz clock frequency with the supply voltage 
of 3.6 V (for external NVRAM – 5V). OS had one active user 
device and one active user thread with 12 bytes of user data 
(the overall restore point data size was 56 bytes). 

As it can be seen in Table I, the time and energy required 
for using “fast” restore method are much lower than for other 
methods. The reason for it is that using the “fast” method there 
is actually no data copied to memory – during the restore point 
creation only the checksum calculation is done over the 
necessary data and during restoring – both the checksum 
calculation and required device re-initialization are done. The 
main disadvantage of this method is that whenever there will 
be OS or user data change, the checksum should be 
recalculated; otherwise during restoring the restore point would 
be defined as corrupted. Thus, restoring point creation using 
“fast” restore method should be made before going to the low-
power mode and the method can be efficiently used only for 
restoring after short power-downs that happen during system 
stay in low-power mode. 

The creation of the restore point in microcontroller RAM 
required almost 5 times longer time comparing with using 
“fast” restore technique due to necessity of actual coping the 
OS and user data from its initial location to restore point 
location. The required for restore point creation energy can be 
lowered by approximately 30% in the case if instead of the 
“compressed” the “full” restore point creation function is used. 
However, it would increase the size of the restore point from 
56 to 100 bytes. Unlike “fast” restore, the usage of this method 
allows the system restoring after short power-downs regardless 
on the microcontroller state at power-down as the change of the 
restore point is done only by the special command. Also, this 
method can be used in the case if the system needs to make 
later backup to some earlier state during its work. 

The energy and the time consumption for the restore point 
creation in microcontroller internal Flash were three to four 
times higher that of using microcontroller RAM. The other 
requirement for using this approach was that writing to 
microcontroller internal Flash required higher supply voltage 
than minimum required voltage for normal operation. 
Nevertheless, the main profit for this method is that 
microcontroller Flash can be used for the system restoring 
regardless of power-down length. Usage of “full” restore point 
creation in this case increases the energy consumption for 
almost 1.5 times comparing with “compressed” point creation. 
From presented data shows that this method has the lowest 
energy consumption among all the methods that do not have 
limitations on power shut-down time. 

Usage of external M48Z35 NVRAM appeared to be the 
most ineffective from the point of energy and time 
consumption. Although, the memory operations were quite fast 
and did not require much energy (for writing the memory 
consumed around 17 µJ and 0.25 ms, for reading – around 70 
µJ and 1.6 ms), the main energy was consumed by using GPIO 
extender chips, which are required for setting the address to 
every operation with memory chip. The other problem that 
complicates the usage of this type of memory, especially for 
WSN nodes with energy scavenging is high supply voltage 
which is required for operations with NVRAM (for M48Z35 it 
was equal to 4.75 V).  



The usage of external M95512 EEPROM during the state 
restore, increased the energy consumption of the restore point 
creation approximately three times comparing with using 
internal microcontroller Flash memory, but it also allowed to 
decrease the limitation on minimum supply voltage during 
writing to Flash and did not required to stop microcontroller 
program execution during restore point creation, as it was 
while internal microcontroller Flash was used. Nevertheless 
restoring using external Flash memory required much higher 
energy than the use of internal Flash memory as 
microcontroller firstly had to copy the restoring data from 
external memory to internal, while using internal Flash 
microcontroller can access the required restoring data directly. 

As it can be seen from presented data, for creating a restore 
point using the radio interface, the node consumed 
approximately 50% more energy than while using external 
Flash and approximately four times more than while using 
microcontroller internal Flash. Here it should be marked, that 
for the tested case all the required restoring data was send in 
one radio packet. Restoring using the radio connection required 
to have both transmission and reception phases (during testing 
the restore point version control was not used) which lead to 
energy consumption 100 times higher comparing with using 
the restoring point in microcontroller internal Flash.  

Table I presents the values for energy consumption for 
active restoring operations, but usage of external memory chips 
would lead to system current consumption increase also during 
the low-power mode. Indeed, the current consumption of 
eZ430-RF2500 WSN node in low-power mode is around 1.2 
µA [12], while the usage of M95512 EEPROM would increase 
it by 1 µA and usage of M48Z35 with GPIO expanders would 
demand around 7 µA additional consumed current. Although, 
this increase would not be significant for energy harvesting 
systems, that are unable to store the energy (e.g. [6,8]), but for 
the systems that can collect and store the energy for further 
usage (e.g. [5]) potential increase of low-power mode current 
consumption would be undesirable. 

IV. DISCUSSION AND CONCLUSIONS 
This work, to the best of our knowledge, is the first one that 

addresses a new problem of OS and user data restoring that 
become more important with the development of WSN with 
energy scavenging. In the article were described and evaluated 
different possibilities for WSN OS and user data after power-
down restoring realization. The evaluation of different 
restoring techniques was made using REBOS – Restorable 
Event-Based Operation System, which was presented in the 
article. REBOS is the first OS, to the best of our knowledge, 
which is intended for use in WSN and which allows to 
automate OS state and user application data back-up 
procedures. Although presented results and methods are 
intended for usage in WSN with energy scavenging, they can 
be as well applied for WSN or other automotive systems with 
static power supply which require data restoring. 

As it was shown in the article, contrary to widespread 
opinion, the data stored in microcontroller RAM is able to 
retain short power shut downs. From presented results it can be 
seen that after power supply shut downs up to several seconds 
OS can be efficiently restored using retained in RAM data. 

This method requires minimal amount of additional data 
processing and has minimal energy consumption which is 
around 20 times less than the minimum required for using non-
volatile memory.  

For the system restoring after longer power supply cut offs, 
the non-volatile memory, e.g. microcontroller internal Flash or 
external memory chips, should be used. As it was shown, the 
usage of internal microcontroller Flash during restoring allows 
minimizing energy consumption among all non-volatile 
memory types, but it requires higher supply voltage than 
minimal voltage required for WSN operation. The usage of 
external Flash memory allowed to reduce the required supply 
voltage, but increased the energy consumption during restore 
point creation and especially during restoring due to 
communication between microcontroller and memory chip. 
External NVRAM, although having low energy consumption 
for operations with memory itself, required very high 
additional energy for using GPIO expanders which are required 
for interfacing NVRAM chip with parallel pinout and WSN 
microcontroller. The usage of WSN radio interface for the 
system restoring, except increasing the network traffic and 
demanding the resources from other nodes, also lead to high 
energy consumption, especially during the node restoring.  

As the continuation of this research, we plan to study the 
possibility of described restoring methods implementation for 
other used in WSN OS and to compare it with achieved using 
REBOS results,  Additionally, the influence of restoring on the 
whole WSN operation requires further evaluation. 
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