Health Care Process Management Supported
by Wireless Technology

Muhammad |Ikram Ashraf, Marko Har

Abstract — In this paper we propose a system architecture
for smart healthcare based on an advanced WirelesSensor
Network (WSN). It particularly targets for hospital s and other
applications that may benefit from remote health maitoring.
We will discuss about our objectives and then thechievable
advantages. Finally we present the current statusfahe system
architecture design. Early results suggest a strongotential for
WSNSs to open new research perspectives for low-costd hoc
deployment of multimodal sensors for an improved gality of
medical care. How to shift work load from the suppding
activities to the patient-centric care, and make th patient
passage through hospital processes more conveniemre
discussed in this paper. Some examples on the hardie
implementation related to the topic are also discised.

Index Terms — 6LOWPAN, Smart Healthcare, Wireless Sensor
Network, Wireless Body Area Network.

I. INTRODUCTION

his paper reviews the wireless healthcare secsaareh
activities at the University of Oulu, contributida the
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database systems, as well as to the various wsreles
healthcare related applications. Principally thetadase
systems are able to reach the deployed wirelessoriet
through a set of standardized data transmissiotoguts.

On the other hand, the healthcare related appicatan be
connected to the wireless network through a statimkzat RF
interface. Our vision is that wireless technologlf become

a permanent part of the data networks, data systamds
logistics of hospitals. It significantly improveset quality of
diagnostics as well as personal data and medical
information.

The following discussion is based on the ideas aork
carried out by the WILHO Consortium in Oulu region
Finland. Besides the Centre for Wireless Commuiunat
(CWC), the other key contributors for the researamprise
the Intelligent Sensor Group(ISG at the Computer
Engineering Laboratory and théptoelectronics and
Measurement (OEM) Techniques Laboratory at the
University of Oulu andulu University Hospita(OUH). In
addition to the academic contributors, the conspriin oulu
region has three SME'©DL Health Ltd (ODL), Whealth

W“—'_"Ol project, and extension to the work presentedjin [1| td. and Sensinode Ltd. All these parties have &sfrthe
Wireless technology provides unique and novel ways w|LHO Consortium to improve the utilization of wiess

optimize and enhance the existing medical systdBG-
WILHO aims at the wireless transmission of bothgdiastic
medical activities and clinical information, as vels

wireless positioning of people and medical equiptiien

Emerging applications for wireless sensor netwankslves
their use in medical care. In hospital or clinigtfiting
every patient with tiny, wearable wireless vitajrsisensors
would allow doctors, nurses and other care givers
continuously monitor the status of their patieRgcently,
lots of scientific and technical contributions habeen
received in the literature to bring the smart Headte system
to the reality [2 — 8]. For instance, some effdiéve been
devoted to continuous medical monitoring for degatiee
diseases such as Alzheimer, Parkinson and sinoigmitive
disorders [4]. In addition, other projects sucli@sdeBlue”
at Harvard University extend WSNs for medical apgtions
in disasters [5].

The core idea of a wireless hospital concept isadepent
of a wireless network, which can be connected te
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technologies in hospitals and promote the concleiad)y.

Il. OBJECTIVESOF WIRELESSHEALTH

We are developing a sensor network architecturesrioart
healthcare that will open up new opportunities for
continuous monitoring of assisted medical statheir daily
routines. While assisting both medical staff ane slystem

rivacy, the aforementioned network manages theigakd
history in a continuous fashion.

One of the main goals of the project is to enhasce
streamline the internal healthcare processes. Usimy
wireless healthcare system, the number of staffired to
take care of patients is reduced considerably. As
consequence, the hospital staff is able to dedt wibre
imperative medical activities. It has been reportieat the
use of wireless technology has made it possibl&dost
medical processes by up to 20 perterithe achieved
enhancement of the medical processes is based en
tl}ollowing factors:

A. Portability

Small devices (i.e., wireless sensors) collect mahi data
from the patients, and at the same time, are able
communicate wirelessly with rest of the system.sehemall
portable devices can be either carried by the hunaaty or
deployed in the environment. Unobtrusiveness featdithe
proposed wireless healthcare system improves thienpa

th



acceptance procedure and minimizes
measurement effects at the same time. Since
monitoring is performed in the hospital environmetite
patient travels less often and therefore, it ieadisafer and
more convenient.

B. Scalability and Flexibility

Wireless devices can be deployed in larger scaidswath
dramatically less complexity and cost in comparisotheir
wired counterparts. Existing structures, partidylatevices
which are difficult to integrate, can be easily mnagted with
a WSN network whereas the equivalent wired indfals
would be definitely expensive and impractical. Tdimove
devices are configured and placed in the livingcepdhey
are self-organized and calibrate with the
automatically. The system is designed in such a thay it
can be integrated into existing network, eitherediror
wireless, to offer better flexibility and mobility.

C. Real-time Management

Physiological and environmental data can be maoaitor
continuously, allowing real-time response receptiom the
emergency or healthcare staff. The collected datad so-
called health database server that can be usdilifay the
patient history reports automatically. In additidine stored
information can be utilized in the future to diagaothe

same patient whenever he/she needs medical caen Ev

though the network as a whole is always activeividdal
sensors still must conserve energy through smawepo
management and on-demand activation.

I1l. HIGH LEVEL SYSTEM ARCHITECTURE
The medical sensor network system integrates hggaamus

confounding
remote

network

IV. TECHNOLOGIES
A. Wireless Body Area Network (WBAN)

This network comprises tiny portable devices egeibpy a
variety of sensor types (such as heart-rate, hgitim,
temperature, oximeter, accelerometer), and performs
biophysical, monitoring, patient identification, carother
desired tasks.

e

Wireless Sensor Network
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Fig.1. System Architecture

These devices are small enough to be worn comfgrfab

a long time. The data from non-invasive sensor or
monitoring node can be directly transferred to Hueess
point, which is passing the message to the coreankt The

devices including wearable and indoor equipment8. Aother option is to collect the data in a centralizeanner

together, they inform the health care provider abihe

from all nodes controlled by ortable base statio(PBS.

physical condition of the patient. Data is colleGte The |atter option utilizes point-to-point commurtica

aggregated, pre-processed, stored, and utilizddthét help

between the sensor nodes and PBS, in addition ¢o th

of a variety of sensors in the proposed architectugonnection between a PBS and the fixed infrastractline

(temperature sensor, RFID tags [9], environmengalser,

heterogeneous idea is only valid inside a WBAN Whic

etc.). Following, we present the architecture ofvieeless gllows the utilization of different radio protocola the

hospital area network for mobile health care maiitp

The network comprises a set of smart sensor naut® a
control entity which is responsible for the managahof a
sensor network communication with a remote datalzese
depicted in Fig. 1. In the considered scenariohegita
personal digital assistan{PDA) or the Nokia 77®type
device can be used as a control entity. It will ommicate
with  smart sensor nodes using
technologies. The smart nodes are equipped by e
sensors, such as electrocardiogram (ECG), bloossspre,
body temperature, etc., and are capable of prowessid
storing the collected data. The observed datarigdialed to
either the remote users or a database using, famgke,
ZigBee [14], 6LOWPAN [15] or WLAN in the hospital
environment.

Using the aforementioned wireless network, the epéti
information can also be automatically transferratb ithe
PDA device of the hospital staff when he/she israpghing
the patient. Due to the automated mechanism, allatest
information related to the patient is always avaéa

2 http://www.nokia.com

standard wireless

system. The general idea of WBAN is shown in Fig. 2
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B. Radio Frequency Identification (RFID)

untethered access to the Internet. Hospitals can ts
wireless LAN channels to transfer patient data frmrtable

Nowadays, Radio Frequency Identification (RFID) [9device to the hospital database system. Commuorcati

technology is a hot topic both in terms of its mobe

benefits and misuses. RFIDs are low powered raeliacds
that do not necessarily need any battery powelttamgihave
potential uses in storage areas. RFID tags ard use
hospitals to keep track of equipments, doctors @atients

inside the hospital. They can be also deployed fcﬁasically

monitoring of the hospital supply stocks.

An RFID tag is attached to an object, e.g., equifmme

patient, doctor, etc. An RFID reader can read ftata a tag
over the wireless channel when the tag is insiderdlading
distance. The reader in turn communicates with ratrak
server in the hospital. Then, the server can taitera or
forward that information to other mobile devicexlsuas
Nokia 770 or hospital database system.

between different medical devices can be also plesasing
wireless access points (WAP). Nowadays, IEEE 802.11
standard is also universally utilized in healthdd&.

V. CHALLENGES AND | SSUES

the medical applications have strict liqyuaand
assurance requirements due to the fact that psitessitive
information brings new challenges on how to dedhwie
abovementioned issues. In this section, we wik &bout
the challenges that are faced when deploying veisele
networks for the medical applications.

Some of the challenges faced when deploying wiseles
network based solutions include in engineeringasssocial
issues, and patients well-being issues. An impleatiem

_ Another potential usage for RFID technology is {Qg|ateq challenge is interoperability among varidesices.
implement physical user interfaces. When the r@pdine,. oxample, wireless devices are developed byereif

distance is short, touching an RFID tag with a rwobi

terminal (equipped with an RFID reader) can berprited

as a command to, for example, show information lom t

mobile terminal's display or read a sensor.

In hospital environment, RFID tags can be instatheda
patient's wristband, medication, devices, name, tagd so
on. Touching a tag can bring information about tiepa or
device to the mobile terminal's display, or confeguhe
mobile terminal to become a device's remote cdetrolor
example. Furthermore, when each tag is marked with
icon, a nurse can recognize the points in the enmient
that can be touched with the mobile terminal artitbas that
the system performs when those points are touct@d [

companies which follow different standards or prefary
solutions. Therefore, making sure that all thesgcds work
reliable together would be a challenge. For insanc
different wireless medical devices can work at edéht
frequencies.

In medical fields, strict guarantees are neededesin
patients’ well-being may depend on it. In applicat where
there are real-time requirements, it can be chgilhgnto
guarantee real-time services.

Wireless devices can behave differently at diffetanes
and locations, due to natural and artificial issassvell as
power requirements and power availability. Someiabes/
may also fail during operation that can cause harrthe

The advantages of this approach are that the cotBnanatient health. Guaranteeing a seamless servicengdur

related to the nurse's current situation are easiylable as
the nurse does not have to browse the mobile tatisinser
interface or to enter text manually. Furthermors, the
reading distance is short, the nurse stays in gbntr

C. Wireless Sensor Network (WSN)

Embedding wireless sensor networks into the enwient or
good monitoring further to vital parameter monitgyi
increase all the utilization of WBAN in healthcarewelfare
sector. Sensor Network technologies such as Zigb&g

bandwidth jitters and handling total disconnectian be
quite challenging in medical applications. On tlieeo hand,
reliability is one of the most important issuesnedical
applications. Hospitals are not willing to use arelass
devices or solutions that can not guarantee rétiabiue to
the fear of lawsuits and other health related s$u¢he case
of failure. For patients, one of the most importessues is
how their daily life will be affected by using tlesiew
applications. Thus, designing the applications ttet be
useful while being unobtrusive is another challerige
wireless networks based application/solution dgyetls.

and 6LOWPAN [15] are being combined with WBANS [12] " gjnce most wireless networks based devices arerpatt

to form small scale networks that can be placeduman
clothing (or other objects) and provide unobtrusigeess to
their health information.

Sensor networks are also increasingly being used
natural sciences, for example, in monitoring wiifé lor
other natural phenomenon. Due to lower power requénts
they can be deployed for a long period of time. Doe
limited range, they have to be deployed in largalmers and
thus they form a distributed network covering @éaportion
of space. Therefore they can be programmed ovenithe

making their management very easy. Wireless sensog

network are used to integrate the medical sensuecsthe
suggested system.

D. Wireless LAN (IEEE 802.11)

Most hospitals, universities and corporate offitesse days
provide wireless LAN access. Some benefits

include

operated, one of the major challenges for devetoethe
issue of power limitations. Sometimes they have to
uarantee that the device will work for a yearvaw without
%F'langing the battery [13]. This could include degisuch as
heart pacemakers [13]. The developers have to méstier
scheduling algorithms and power management schémes
deal with these power issues. Also we know thatbess
channels are slower than their wired counterparts.
Developing applications/devices that can deal witific
congestion and other performance issues is a nssoe.
ome main issues that arise due to the use ofessel
network devices include security, privacy and tearihing
curve for new technologies. Ensuring patient’s iinfation
security can be a major issue when deploying these
applications. Privacy of the user data over wirlgsannels
can be another major issue. Wireless networks based
medical devices can be very limited in terms of pow



availability and processing strength. Thus, engugrivacy
without using complex encryption algorithms can eéig
challenge for developers of medical applicationsthwhe
new technologies taking hold in our daily liveswnasers
can find it challenging to use these devices tb dutent.
Hence, it can be an imperative concern for

developers/hardware engineers to create the basiiditions
without forcing the customers to make unnecesséfgrte [3]
regarding the way by which the equipment shoulddes.

(1

the

(4]
VI. FUTURE TRENDS [5]

Although wireless technologies in the field of neadi
applications are still relatively new, commerciabgucts are [g]

being developed by several companies to solve veidging
problems. In some cases, these new applications &fk
designed purely social health benefits i.e. redycin
interference to daily life when dealing with loregrh patient g
care. Advanced data communication systems are iatjow
real-time video conferences but also remote opmratare [9]
possible. These technologies are already usedvielajEng
countries. However, the technology can be brougaiiable
for the people all around the world. [11]

VII. CONCLUSIONS [12]

This paper reviews the recent research activitiesnf
WILHO consortium from Oulu, Finland, toward the eli#ss
hospital concept. New hospital concept will utiledvanced
wireless technologies to improve the cost efficierand
quality of care, as well as hospital processes lagibtic.
The project findings will shift nurse’s work loadom
supporting tasks to nursing and patient care aietbvi

[13]

[14]
[15]
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