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Abstract—One of the most important aspects of a wireless
health monitoring system is the security of data. In this paper,
security attacks against the complete transmission chain of a
medical health monitoring system are enumerated and classified
based on their threat to three security principles: confidentiality,
integrity and availability. The communication chain is divided in
a standard way into three tiers and relevant threats are identified
for each tier. Security requirements corresponding to these threats
are presented. It is noted that end-to-end security is not feasible
due to distributed computing and the incompatibility of the data
standards of different tiers.

Keywords—Body sensor networks, Health information manage-
ment, Communication system security, Information security

I. INTRODUCTION

Developments in telemedicine, personal health, and ubiqui-
tous sensors are expected to improve both the quality and cost-
effectiveness of healthcare. These advances are sorely needed
to help healthcare systems cope with the challenges brought
on by an aging population and increasing chronic illness. As
the wireless communications in remote monitoring and worn
actuators increase, so do new kinds of security risks [1]–[3]
and vulnerabilities. Strict ethical and legal requirements are
placed on the confidentiality and security of medical data for
the entire length of the communication chain [4].

A wireless health monitoring system typically consists of
the following components. There are one or multiple wireless
sensors organized into a wireless body area network (WBAN).
Such a network communicates with a central hub that transfers
data to an end server through a gateway device such as
a smartphone. The end server typically resides on a wired
network. For example, CodeBlue [5] and Alarm-net [6] are
research projects based on such a configuration. Such systems
can be used, for example, to detect seizures [7]–[9] or to
monitor neuromotor conditions [10]–[13].

The threat model for the data flow in a wireless health
monitoring system is not easy to formulate. Due to the num-
ber of different communication networks on the transmission
chain, there is a diversity of security threats that apply to

different parts of the chain. In this paper, the aim is to concisely
enumerate known threats upon the complete transmission
chain ranging from threats against WBAN to threats against
the end server. Since there are various subcomponents, the
communication of the chain is considered using a standard
3-tiered structure [14], [15] based on the proximity of the
communication to a patient. Relevant threats to each tier are
identified based on the properties of the tiers. Transfer of data
from a tier to the next is also considered.

There are publications discussing security threats against
health monitoring systems in general [16] as well publications
concentrating on various subcomponents of the transmission
chain such as wireless sensor networks [17], [18]. There are
also publications concentrating on specific security goals such
as the privacy of a patient [19]. However, threat analysis
concentrating on the security for the complete transmission
chain and identification of relevant threats at each point of the
chain have not been considered before.

There are various ways to classify different attacks to
a network. In [20], attacks are classified into outsider and
insider attacks depending on whether the attacker is part of the
network. In this paper, attacks are divided by the threat they
pose to three key security principles: confidentiality, integrity
and availability (the CIA model). Another useful way is to
divide the attacks into two sets based on the activity of the
adversary. Passive attacks are those attacks that do not require
the adversary to actively transmit messages into the network.
Such threats can be hard to notice, since no traces are left
by the adversary. In an active attack, the adversary actively
tries to bypass the system either by injecting messages into
the network or by other means.

The paper is organized as follows. Section II briefly de-
scribes a typical health monitoring system and the transmission
chain from the patient to the end server. Section III reviews
the attacks found in the scientific literature that can lead to a
violation of one of the three security principles. In Section IV,
relevant threats and the corresponding security requirements
are identified for each tier. Finally, Section V concludes the
paper.
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Tier 1 Tier 2 Tier 3

Fig. 1. The communication tiers

II. THE TRANSMISSION CHAIN

A typical wireless health monitoring system [6] is consid-
ered. The system consists of wearable wireless medical sensors
organized into a WBAN. It is assumed that the WBAN is
organized into star or tree topology [21], [22] and outside
communication is routed through a central hub. The central
hub communicates with a gateway device such as a smartphone
using for example Bluetooth or ZigBee. There may also
be external environmental sensors communicating with the
gateway device [6]. The gateway device functions as an access
point to the end server that resides on a wired network such
as Internet.

The communication of the system is divided into 3
tiers [14], [15]. Tier 1 consists of intra-WBAN communication
between the nodes and the central hub. It has a limited radio
range of approximately 5 meters. The second tier consists of
communication between the gateway device and the central
hub as well as communication among external sensors and
other devices able to communicate with the gateway device.
Tier 2 has a greater radio range of up to 100 meters (for
example Bluetooth class 1) and comprises a variety of different
devices with varying capabilities. Tier 3 consists of the rest of
the transmission chain from the gateway device to the end
server over a public network such as Internet. The general
setup is depicted in Fig. 1.

III. ATTACKS

In this section, attacks against wireless health monitoring
systems are enumerated.

A. General attacks

Attacks that can compromise all of the three security
principles have been classified as general attacks. These attacks
are arguably the most severe and have consequently also been
the most successful ones. General attacks have been listed in
Table I.

TABLE I. GENERAL ATTACKS

Attack Description Active(A)/
Passive(P)

Hardware
compromise

Tampering a node or another part of the
system.

A

Software
compromise

Exploitation of a software vulnerability. A/P

Subversion Introduce a hidden hardware or software
backdoor into the system. Can be hard to
notice.

A

Malware Using for example viruses and worms. A
Social engi-
neering

Gaining access to the system by fooling
either the patient or someone with legiti-
mate access to the information.

A

Man-in-the-
middle

The attacker makes connections between
the end points and relays messages be-
tween them. The communication is com-
pletely controlled by the attacker.

A

TABLE II. ATTACKS AGAINST CONFIDENTIALITY

Attack Description Active(A)/
Passive(P)

Eavesdropping Listening to radio communication or in-
spection of packets on route.

P

Location
tracking

Locating the patient based on radio sig-
nals or other information provided by the
system.

P

Condition
tracking

Tracking patient condition. If the system
is scheduled, for example, to transmit only
on changes to the condition of the patient,
these changes can be tracked by outsiders.

P

Patient im-
personation

Falsely claiming to be the patient to as-
sume control of the system and to obtain
private information.

A

Node imper-
sonation

Impersonation of a node in the network
using for example replication [24].

A

Side channel
attacks

Taking advantage of properties of the
physical implementation of the system
such as timing information to accrue sen-
sitive information. Can be also applied
actively.

A/P

Traffic anal-
ysis

Inferring the meaning of data by observing
its flow.

P

B. Attacks against confidentiality

Confidentiality refers to the non-disclosure of certain infor-
mation that poses a threat to the privacy of the patient. Privacy
refers to the right of holding information about oneself from
others. The confidentiality of the physician-patient relationship
is often governed not only by medical ethics but by law [23].
Therefore, providing security against confidentiality attacks is
one of the basic requirements of a successful health monitoring
system. Security against such attacks is also necessary for
data integrity since, typically, a combination of attacks against
confidentiality leads to attacks against integrity. Attacks related
to confidentiality are listed in Table II.

C. Attacks against integrity

Data integrity means maintaining the reliability and the
accuracy of data. In particular, it is necessary to be able to
detect any improper changes. Since false data can lead to
dangerous situations [16], data integrity is critical for a medical
application. Table III lists attacks related to data integrity.

D. Attacks against availability

Availability means that relevant data produced by the
system is available when needed. In a medical application,
compromise to data availability can cause medical alerts to
be delayed or blocked. Attacks against availability typically
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TABLE III. ATTACKS AGAINST INTEGRITY

Attack Description Active(A)/
Passive(P)

Modification Modification of transmitted data. A
Injection Inserting false messages into the network. A
Replay Inserting valid but old messages into the

network.
A

Selective un-
fairness

Blocking access to the medium from se-
lected nodes. This can create a bias in the
data.

A

TABLE IV. ATTACKS AGAINST AVAILABILITY

Attack Description OSI Layer
Jamming Disrupting radio signals Physical
Collision Deliberate transmission of packets simul-

taneously to another node
Data link

Unfairness A malicious node ignores the medium
access protocol and hogs the medium to
itself

Data link

Corrupted
routing
information

Alter the routing information to create for
example routing loops.

Network

Wormhole A malicious node advertises to have the
shortest route after which all traffic is
directed through the node [25].

Network

Black hole Instead of relaying a packet to the
next node in the route, the packet is
dropped [26].

Network

Grey hole Black hole attack in which packets are
dropped selectively to complicate detec-
tion.

Network

Sybil A malicious node poses as multiple
nodes [27]. Can lead to several DoS at-
tacks.

Network

De-synchro-
nization

Interrupting a communication between
nodes to cause them to be desynchronized
and causing a sequence of retransmissions.

Transport

Sleep depri-
vation

A packet is sent to node at certain time
intervals to prevent it from sleeping and
thus draining its battery [28].

Transport

Barrage A node is overwhelmed with legitimate
requests to drain its battery [29].

Transport

Flooding Deliberate congestion of the network with
packets. There are many types of flood
attacks such as the HELLO flood [26].

Several

disrupt the transmission of messages. These attacks can be
realized in several Open Systems Interconnection (OSI) layers
using different denial-of-service (DoS) attacks such as, for
example, jamming and flooding. Table IV lists attacks against
data availability with their relevant OSI layers. Each of these
attacks is active. Corrupted routing information, wormhole,
black hole, grey hole and Sybil attacks can be classified as
routing attacks. Some of them apply only to a multi-hop
network.

IV. THREAT ANALYSIS

In this section, the most relevant threats to each tier are
identified. The general characteristics of Tiers 1 and 2 are
similar. Both are wireless communication networks where
data is channeled through a gateway. In general, the same
threats apply to both of the tiers. However, the radio range
and typical network topology of the tiers are different. Due
to these reasons, threats that apply to Tier 1 also apply to
Tier 2. Tier 3, on the other hand, is characterized by traditional
computer and network security with well-established security
mechanisms [30], [31].

Considering data integrity and confidentiality, hardware
compromise needs to be addressed at every point of the chain.
Data processing is often distributed, and may take place in

various devices on Tiers 2 and 3. Analysis of ECG in a
smartphone [32], fall detection from the accelerometer signal
in a separate portable device [33], or decisions based on data
fusion from several sources [34] are all examples of tasks
that can be performed at different steps of the communication
chain. This means that end-to-end encryption from a sensor to
the end server cannot be applied until homomorphic encryption
becomes feasible [35].

Additionally, various data standards [36]–[38] are utilized
to meet the different requirements at the early and late commu-
nication chain. As a prominent example, the Continua Health
Alliance has published a 3-tiered end-to-end set of standards
for personal health device communication with a different
data standard used at each interface [39]. Its recommendation
includes the use of ISO/IEEE11073 (binary), HL7v2 (delimited
text), and HL7 CDA (XML) at subsequent tiers; these changes
require unpacking and remapping the included fields.

Relevant threats and the security requirements by the tier
have been listed at Table V. See [40] for defenses related to
sensor networks.

A. Tier 1

The intra-WBAN tier consists typically of nodes having
limited battery and processing power. The network topology is
fixed [21], [22]. Due to limited power, the WBAN radio range
is also limited which restricts attacks based on the interception
of radio signals. This effectively means that tracking threats
require physical proximity to the patient and can be thus con-
sidered infeasible. However, assuming such systems are widely
used, eavesdropping and traffic analysis of random people
could be possible at public places. Therefore, such attacks need
to be accounted for. Due to fixed network topology, routing
threats do not apply to this tier.

The recent IEEE802.15.6 standard [22] designed for de-
vices operating on this tier provides authentication, encryption
and data freshness as its security mechanisms. These security
mechanisms are adequate to counter most of the relevant
attacks at this tier. The exceptions are compromise attacks as
well as attacks against availability such as jamming and the
collision attack. Availability attacks need to be countered with
spread spectrum techniques [41].

B. Tier 2

Tier 2 encompasses a variety of different devices such as
smartphones and laptops that have better processing power and
battery capacity compared with devices on Tier 1. In addition,
the radio range of this tier is greater rendering it more easily
accessible for outsiders. For example, Bluetooth signals can
be intercepted as far as over a kilometer away using specific
antennas [42] (BlueSniper). Therefore, tracking threats become
relevant in this tier. In addition, network topology is not fixed
which creates possibilities for routing attacks. The gateway
device could also be vulnerable to mobile malware, especially
if a smartphone is used [43].

Tier 2 has the greatest number of security requirements.
This is mainly due to the number of routing attacks that can be
mounted on this tier. There are many ingenious secure routing
solutions, such as [26], but not all security concerns are yet
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TABLE V. RELEVANT THREATS BY TIER AND SECURITY
REQUIREMENTS

Security threat Tier Security requirement / Defense

Selective unfairness 1 Robust data combination
Node impersonation 1,2 Entity authentication

Jamming 1,2 Spread spectrum
Collision 1,2 Spread spectrum, error correction

Unfairness 1,2 Frame limitation
Barrage 1,2 Secure clustering [29]

Sleep deprivation 1,2 Secure clustering
Hardware compromise 1,2,3 Tamper resistance
Software compromise 1,2,3 Secure coding

Subversion 1,2,3 System hardening, integrity checks
Eavesdropping 1,2,3 Encryption

Patient impersonation 1,2,3 Entity authentication
Side channel attacks 1,2,3 Side channel testing

Traffic analysis 1,2,3 Traffic randomness
Modification 1,2,3 Message authentication

Injection 1,2,3 Message authentication
Replay 1,2,3 Data freshness

Flooding 1,2,3 Client puzzles, cookies,
ingress and egress filtering

Location tracking 2 Location privacy
Corrupted routing information 2 Secure routing

Wormhole 2 Secure routing
Black hole 2 Secure routing
Grey hole 2 Secure routing

Sybil 2 Secure routing
Desynchronization 2 Entity authentication

Malware 2,3 Malware protection
Man-in-the-middle 2,3 Entity authentication
Condition tracking 2,3 Traffic randomness
Social engineering 3 Security protocols and practices

accounted for. It is suggested that multi-hop is avoided in order
to render some of the routing attacks inapplicable.

The IEEE802.15.4 standard [44] is designed to specify
media access control for this tier. It provides basic security
mechanisms such as confidentiality and protection against
replay attacks. ZigBee defines a set of high level protocols
on top of the IEEE802.15.4 standard. There are several issues
with the security architectures of both IEEE802.15.4 and
ZigBee [45]. For example, access control list is very limited.

Another possibility is to implement this tier using Blue-
tooth technology. However, many security problems have been
identified for Bluetooth [46], [47]. There are also attacks
that are specific to Bluetooth such as Bluejacking. Bluetooth
does not provide security against man-in-the-middle or replay
attacks. There are some security weaknesses shared by ZigBee
and Bluetooth. Neither can, for example, provide location
privacy since there are headers that are not encrypted. Security
mechanisms provided by Bluetooth and Zigbee are not ade-
quate to counter all of the relevant attacks of this tier. Another
layer of security protocols is needed to provide location privacy
and secure routing.

C. Tier 3

Tier 3 consists of communication over a public wired
network. Routing attacks against multihop networks that are
relevant to Tier 2 do not apply to Tier 3. However, denial-
of-service attacks can be mounted in a distributive manner

(DDoS) and it may be possible to exploit transitive trust [48].
Data is stored at the end server which means that access control
mechanisms have to be implemented to keep it secure from
eavesdropping and modification attempts. To limit access to the
end server, a firewall configuration needs to be implemented.
The end server also needs to be protected from hacking
attempts by keeping its software up-to-date.

Tier 3 security is well established. There are many existing
security mechanisms available for a wired network. It is
possible to implement a virtual private network (VPN) that
incorporates the gateway device, the end server as well as those
machines that need to have access to the data. Security can be
implemented on several OSI layers using, for instance, IPSec
(network layer) and Transport Layer Security (TLS) / Secure
Sockets Layer (SSL) (application layer).

Arguably the most serious threats at Tier 3 are caused by
social engineering techniques. Such attempts may allow the
attacker, for instance, to mount a subversion attack giving full
access to the system and its data. In the worst case scenario,
this is achieved in a covert way yielding such a breach hard to
notice. To counter social engineering attacks, well maintained
security protocols and practices are needed. Such practices
need to be enforced for all personnel that have access to data.

V. CONCLUSION

Threats against the transmission chain of a medical health
monitoring system were considered. Different attacks found
in the scientific literature were classified based on threat to
three basic security principles: confidentiality, integrity and
availability. The transmission chain was considered as a 3-
tiered structure and relevant threats were identified for each
tier. It was noted that end-to-end security from a node to the
end server is not possible due to distributed computing and in-
compatibility of existing data standards. Security requirements
to counter the relevant attacks were also listed for each tier.
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